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Students in the Cloud: Creating Digital Citizens 
JOSE MARICHAL is Assistant Professor of Political Science at California Lutheran University in Thousand Oaks, California.
What happens to relationships between people from different 
groups when those interactions move on-line? Two decades 
ago, this question would have been the stuff of science fiction 
writers instead of the province for serious scholarly pursuit. 
However, as we move rapidly into what Yochai Benkler calls the 
“networked information economy,” these questions gain greater 
salience. Increased server storage capacity, the proliferation of 
personal computers with fast microprocessor speeds, and the 
advent of broadband internet access have combined to make it 
possible to store vast amounts of easily retrievable information 
in “the cloud.” The cloud is a term commonly used to refer to 
this virtual ether where e-mails, photographs, home movies, blog 
entries, Facebook chats and other forms of information combine 
to form an individual’s on-line self. In fact this paper is being 
written on-line in a “document page” through a private Google 
account. Google provides me with a nearly unlimited amount of 
storage capacity for e-mails, RSS feeds, documents, photographs 
and other materials. In exchange for this storage, Google sells 
my attention to people who would like to borrow it for a few 
moments to tell me about an exciting new product.
This seems a convenient proposition: free storing of data in 
exchange for the ability to sell your attention to the highest 
bidder. In the case of social networking sites like Facebook and 
MySpace, personal information can be paired up in communi-
ties of like-minded others in innumerable ways. This proposition 
is so alluring that the vast majority of our students have a “ life 
in the cloud.” According to the well respected technology blog, 
TechCrunch, 85% of college students had a Facebook account 
in 2005. As processor speed and server capacity escalate even 
further, more of these social interactions can be conducted in 
virtual communities where people can create on-line personas 
and interact visually with others in the cloud. Although the 
actual number of active users is debated, the on-line virtual-
reality community Second Life has over seven million “residents.” 
(Second Life)
Because companies like Google have developed a business 
model around encouraging people to place more and more 
information in the cloud, there are strong market incentives 
driving an acceleration of this trend. Companies are making 
an aggressive push to get children into the cloud at increasingly 
earlier ages. Debra Aho Williamson, an analyst at the research 
firm eMarketer, estimated that twenty million children would 
be members of a virtual community by the year 2011 (Barnes). 
The growth of these “virtual” spaces provides users an allure that 
“off-line” society lacks. Interactions through the cloud are con-
trolled and mediated directly by the user. In a 2007 New York 
Times article, 9-year old Nathaniel Wartzman of Los Angeles 
said about Club Penguin, a Disney created social networking 
site for children, “I get to decide everything on Club Penguin.” 
(Barnes). Unlike the real world where parents make you eat your 
vegetables, the virtual world is free of these social constraints.
The penetration of these social networking sites has wrought 
unprecedented and poorly understood changes in our social 
relationships.  What should be of particular concern to college 
faculty is the effect these changes have on our students’ social 
selves (as well as our own). To what extent does the networked 
information economy affect the development of human beings 
and citizens ready to take on the challenges that face this new 
generation of students? What does this increasing cloud presence 
say about our development as human beings in an increasingly 
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multicultural world? Does the cloud bring diverse people into 
closer contact where they can develop meaningful relationships, 
or do these virtual communities allow us to customize our social 
networks such that we can freely avoid interacting with those 
whom we disagree? In this essay, I’ll look at the utopian and dys-
topian views to this question and offer a view of digital citizen-
ship that seeks to leverage the benefits of the cloud to promote 
the ethical development of our students. 
The Utopian View 
A utopian view of our future in the cloud suggests a vastly broad-
ened network of social relationships. The ability of the networked 
information economy to place us in contact with a boundless 
world of people, ideas and images will make us more worldly, 
engaged and productive. The social theorist Manuel Castells sug-
gests that the great transformation wrought by a network society 
creates identity crises as people reorient their selves to these new 
social forms of organization. These new networks (of which the 
cloud is an integral part) allow for a greater exploration and con-
struction of the individual self. Castells suggests that possibilities 
exist for people to develop project identities whereby individuals 
incorporate transformational ideologies that seek to change the 
structure of society into their own identity system. Examples of 
these transformation ideologies are those who adopt an ethos of 
global human dignity and work to have it carried out in the world. 
While Castells suggests that few people develop transforma-
tional identities, I argue the possibility for greater numbers of 
people to develop transformational identities is unprecedented. 
Anthropologist Arjun Appadurai suggests new media offers new 
resources for the construction of imagined selves. The “democ-
ratization of the imaginary” in the form of words, images, and 
sounds throughout the world has allowed “common people” 
around the world to enter the “logic of ordinary life.”
This global exposure to the voices of diverse others suggests 
that, as Mark Juergensmeyer noted “everyone is everywhere” (4). 
Journalist Chris Anderson theorizes this democratization of 
the imaginary as a “long tail” of on-line content. Anderson 
argues that the cloud allows the purchase of creative content like 
books and music to move from physical space where content is 
limited by storage capacity to the cloud where storage is virtu-
ally unlimited. The cloud allows for the availability of a broad 
range of eclectic choices, made available by the ability to link up 
consumer choice with storage capacity. This makes it possible 
for consumers to get any form of content they choose, no matter 
how eclectic or obscure. 
When applied to individual experiences, the cloud makes 
everyone accessible to everyone else. In this pastiche of ideas and 
images, you are not constrained by geography or time, a phenom-
enon that social theorist Anthony Giddens calls time-space dis-
tanciation. The individuals have a greater ability to reconstitute 
themselves. Virtual environments like “Second Life” allow for an 
even more in-depth process of constitution and reconstitution, 
a phenomenon Lisa Nakamura refers to as identity tourism. The 
ability to reconstitute an identity becomes as easy as changing 
your avatar (on-line persona). 
Moreover, this pastiche of ideas and images and the increased 
capacity to share creative product has resulted in what MIT 
media scholar Henry Jenkins calls a participatory culture. 
Citizens in the cloud are able to quickly upload images, music, 
thoughts, and other forms of creative content and share them 
with a community of others who will comment and provide 
instant feedback on their contributions. As a result, members of 
the cloud come to develop habits of collaboration and see them-
selves more as participants rather than users. The ability to share 
one’s interests in like-minded communities creates a broader, 
richer, environment from which to build personal relationships.
These relationships can be translated into genuine social action. 
Jenkins (206-40) suggests that a participatory culture on-line 
creates an ethos of participation in other areas. Members of the 
cloud develop an expectation that all social institutions will be as 
responsive and participatory as the social web. The recent United 
States presidential election is an example of the spillover effects of 
participatory culture. Both the Obama and McCain campaigns 
were able to garner millions of dollars in small-scale on-line 
contributions, thereby welcoming large number of citizens into 
the political process. The Obama campaign was wildly successful 
in generating a network of volunteers and activists by encourag-
ing supporters to create their own Facebook groups through the 
MyBarackObama.com website. Hundreds of thousands of people 
created locally oriented Facebook groups that served as a hub for 
organizing meetings and events for the campaign. 
Yale law professor Yochai Benkler suggests that the net-
worked information economy encourages this participatory 
revolution by lowering transaction costs for collective action. 
The availability of Web 2.0 tools allows networks of individuals 
to collaborate in social production for a social goal. Whether 
it is writing a Wikipedia entry or reporting on human rights 
abuses in a totalitarian regime, the cloud can serve as a power 
source for creating engaged global leaders.  
  
The Dystopian View 
 Not all observers are as sanguine about prospects for the web 
and social relations. University of Chicago law professor Cass 
Sunstein notes that, despite the pastiche of ideas and images 
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available to netizens, individuals tend to constrain themselves to 
the small set of ideas with which they already agree. The result is 
a strengthening of in-group ties, what political scientist Robert 
Putnam refers to as “bonding social capital.” The downside to 
this bonding is a decreased need to form relationships with those 
whom we disagree, what Putnam calls “bridging social capi-
tal.” Indeed, recent work from Lewis et al. suggests that people 
on Facebook reproduce on-line the networks of friends they 
accumulate off-line. More disturbingly they find that race and 
gender hompohily (likeness) have the largest influence on who an 
individual befriends in social networks. This pattern of homoph-
ily is most distinct for white males who have the least diverse 
Facebook networks. 
At its worst, this emphasis on “bonding social capital” over 
“bridging social capital” can reinforce negative perceptions of 
out-groups and, at its worst, lead to increased hate crime activ-
ity. Indeed the Internet provides a fertile breeding ground for 
hate group activity. While the cloud opens netizens to a vast 
array of peoples, it also lowers transaction costs for hate speech. 
The same lowered transaction costs that facilitate positive col-
laboration also can encourage collaboration for more nefarious 
activities. Hate groups couple easy access with the anonymity 
and lack of face-to-face interaction to attract members. Hate 
speech in “real space” is not a socially desirable activity and as 
a result produces high transaction costs, a phenomenon social 
psychologists refers to as social desirability bias. Consequently, 
the cloud becomes a more convenient space for socially unde-
sirable biases.
The increased proliferation of overtly white-supremacist sites 
like StormFront.org get the largest share of media attention. 
Other sites, however, also encourage hate speech (albeit unin-
tentionally). One site, JuicyCampus.com, encourages students at 
colleges and universities to share rumors that originate at their 
institutions. The “rumors” are often vile, hate-filled, accusations 
about a female student’s sexual promiscuity or a male student’s 
sexual orientation. Because the site is anonymous, members of 
the site are free to use any form of hate-based speech they desire. 
The behavior observed on these sites is not one you would find in 
face-to-face interactions because there would be social sanctions 
to using racist, sexist, or homophobic language. 
Part of what explains the types of posts one sees on sites like 
JuicyCampus.com is that the cloud is a medium that lends itself 
to impulsive behavior. A student overcome with emotion by a 
break-up with a girlfriend or a fight with a friend has a ready 
outlet to unload that anger on-line by spreading a false rumor 
about that person on a website. Before the cloud, a person might 
sit with unpleasant emotions and find other, more productive, 
ways to deal with those emotions. 
Nicholas Carr touches on this darker side of web culture in an 
Atlantic article where he asks “Is Google Making us Stupid?” His 
central point is that the easy access to information serves as a dis-
incentive for reflection. Those of us involved in knowledge work 
wind up spending more of our lives trying to corral the virtual 
herd of information about a subject of interest to us, rather than 
spending time reflecting on what we have read. As Carr points 
out in his article “my mind now expects to take in information 
the way the Net distributes it: in a swiftly moving stream of 
particles. Once I was a scuba diver in the sea of words. Now I zip 
along the surface like a guy on a Jet Ski.” (2)
The writer Wendell Berry suggests that this uniquely 
American ethos of limitlessness has significant consequences 
on our day-to-day habits, from our food choices to the types of 
cars we drive. Web 2.0 culture exacerbates an ethos of limitless-
ness by providing us instant access to all forms of content and 
peoples. A dystopian view of the cloud would say that we might 
be exposed to a broader range of ideas, images and peoples, but 
those interactions are thin in that they lack the full dimension-
ality of face-to-face interaction. 
One example of the thinness of on-line interactions is the 
Virtual Lower East Side (VLES), a virtual community created by 
Music Television (MTV) that recreates a trendy, yet grimy, section 
of Manhattan known for featuring up-and-coming bands. On the 
VLES site, MTV emphasizes the utopian aspects of the cloud:  
It’s not always easy to catch great music live. Now, no matter 
where you live, you can watch your favorite new band at the 
virtual Annex or the virtual Cake Shop (or one of our other 
lovingly recreated virtual hangouts.) We‘ve made it easy for 
you to fall in love with new bands alongside an entire com-
munity of likeminded people. (MTV Networks) 
This invitation to “fall in love with new bands” comes neatly 
packaged without the danger and discomfort of the actual lower 
East Side. As Itzkoff points out, the site is free from: 
the disapproval of the locals, whether they were the 
immigrants who once populated its tenements, the drug 
dealers who shouted from rooftops to warn of unfamiliar 
faces, or the bartenders and bouncers who didn’t recog-
nize you as a regular. (1)
Put another way, the web provides the appearance of an 
authentic experience without the unpleasant interaction that 
would occur in the real world. Communities like the VLES 
allow you to pick through the more challenging parts of experi-
ence to get to those aspects that might be instantly gratifying 
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but have little long term value. The cloud allows you to skip the 
broccoli and get right to dessert.  
In an exchange based on The Cult of the Amateur, Andrew 
Keen talks about this tendency towards “infantilized-self 
stimulation” (194) over “the impartiality of the authoritative, 
accountable, expert.” (41) The result is a networked informa-
tion economy that has “novices speaking to novices” (52) and  
is in danger of producing a generation of people incapable  
of engaging difficult ideas or solving difficult social problems 
because they have been able to avoid them in everyday  
web-interactions. 
 
Summary 
The utopian and dystopian views would appear to be irrecon-
cilable perspectives on our collective future in the cloud. A 
utopian perspective presupposes that the networked informa-
tion economy exposes us to a vast array of choices/preferences. 
This vast array of choices encourages us to develop a new and 
expanding set of preferences, multiple intersecting relationships 
and a widening and complex range of experiences. Conversely, 
a dystopian view suggests that few people develop these multi-
faceted experiences and instead develop stronger in-group ties, 
unreflectively develop “thin” relationships, have little time for 
reflective thought and are seldom exposed to different perspec-
tives or challenging situations. 
Rather than adjudicate between these perspectives, they 
are best thought of as sides of a coin. The cloud provides the 
potential for human emancipation or human enslavement. The 
larger question for college faculty is how to steer our students, 
and ourselves, to the more positive, productive aspects of the 
cloud. How do we produce students who are able to utilize the 
tools of the web for positive social change? This requires a greater 
articulation of what it means to be a digital citizen.  
A Theory of Digital Citizenship
What does it mean to be a digital citizen? A full treatment of this 
question would require much more than one essay, but an instruc-
tive starting point in my thinking about this question is Artistotle’s 
notion of the intellectual virtue of phronesis. In Nicomachean Ethics 
(Irwin 148-71), Aristotle lays out five distinct intellectual virtues: 
epstemic (episteme), intuitive (nous), philosophic (sophia), technical 
(techne), and a less discussed virtue he called phronesis, which can be 
loosely understood as wisdom, but might be better understood as 
knowledge about being in the world.
Taking phronesis as a starting point allows us to ask whether 
being in the cloud improves our ability and the ability of 
others to “be in the world.” Bent Flyvberg, in his book Making 
Social Science Matter, suggests we think of the development of 
phronesis in relation to the model of skill acquisition developed 
from psychologist Hubert Dreyfus. Dreyfus breaks knowledge 
down into five stages: novice, advanced beginner, competent 
performer, proficient performer, and expert. A novice must 
strictly adhere to a prescribed set of rules to complete tasks. An 
advanced beginner can compare rules with their own limited 
experience to determine when the rules should be applied. 
Some people are able to move to a competent performer stage 
where they are able to adapt the rules to a few distinct con-
texts. A select few move to a proficient performer stage where 
they are able to make instinctive choices about the rules based 
on their aggregated experiences. An even smaller group move 
toward an expert stage where they are intuitive, holistic and 
synchronous in a given task.
I propose that the goal of digital citizenship be the develop-
ment of phronesis. The cloud has the potential to do this by 
exposing individuals to increased knowledge of particulars, 
interactions, and contexts so that their interactions are infused 
with a clear sense of “being in the world.” Phronesis, I argue, 
is impossible without exposure to diverse others, both on-line 
and in face-to-face interactions. The cloud provides a number 
of exciting pedagogical options for exposing students to these 
diverse situations. 
One way in which we can encourage phronesis among our 
students is to have them engage in cross-cultural collaborative 
projects on-line. Placing students’ intellectual product into the 
cloud reinforces several habits of digital citizenship. First, they 
must work collaboratively to create a product thereby learning 
how to become proficient in diverse situations. Second, students 
must take ownership of what they contribute to the cloud. I’ve 
had my students engage in a number of projects where they 
place content into the cloud including Wikipedia entries, on-
line resource pages, and blog posts/comments. Each have been 
rewarding experiences for students.
The cloud is not going away. We as educators must find ways 
to engage our students through these powerful on-line tools 
in ways that make them think reflectively about their presence 
on-line and in the world. We must also be mindful of our own 
development as digital citizens. 
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